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RECOMMENDATION:  
Forinformationanddiscussion.  
EXECUTIVESUMMARY:  
Thisreportlooksattheuseofinternetvotingandattemptstoanswerthequestionofwhetheror
notinternetvotingshouldbeintroducedasavotingoptionforthe2014elections. Staffisofthe
opinionthatitshouldnotbeintroducedin2014basedonseveralfactorsoutlinedingreater
detailinthisreportsuchas:  

Securityofaninternetvotingsystem;  
Datathatsuggestsitdoesnotincreasevoterturnoutandinparticular, youngervoters;  
Doesnotmeetalloftheprinciplesofademocraticvotingprocess;  
Cost;   
Thelackofoverarchingguidelinesespeciallyintheareaofvotingsystemsecurityand,  
TheabsenceofaCanadianlegalchallengetothisvotingmethod.  

BACKGROUND:  
InJune2011, Councildirectedstafftoreportbackin2012onalternativevotingmethodsandin
particular, internetvotingandtheoptionofimplementingthistypeofvotingforthe2014
municipalelections. Thisreportwillfocusmainlyoninternetvotingbeingitisacompletelynew
methodofvotingfortheCityofKitchener.  

REPORT:  
InternetvotingisbecomingmoreprevalentwithinOntarioandotherjurisdictionsacrossCanada
andaroundtheWorld. Itisavotingmethodthatallowsavotertosubmitadigitalballotoverthe
publicInternetutilizingawebbrowserorapplicationthroughaPC, tabletorsmartphone. This
votingmethodprovidesagreatdealofconveniencebyallowingvoterswithinternetaccessto
votefromanylocationatanytimeduringthevotingperiod. Itisalsoprovidesaccesstothe
votingprocessformanyvoterswithadisability. 

Despitetheapparentconveniencesofinternetvoting, therearerisksinvolved. Itiscriticalthat
electionsareconductedwithutmostintegrityandincompliancewithdemocraticprinciples. In
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ordertomaintainpublicconfidenceelectionsshouldbeaccessible, transparent, secret,  
accountableandsecurefromfraud. Internetvotingmaynotadheretosomeofthoseprinciples
raisingthequestionofwhetherornotitisimportantenoughtodispensewithoneormore
principlesforthesakeofconvenienceandotherpossiblepositiveoutcomes.  Itisimportantthat
decisionswithrespecttointroducinginternetvoting, takeintoconsiderationtheneedtobalance
thesecompetingprinciples.   

Thisreportwillattempttobringtogetherinformationfromvariouspapers, reports, dataand
documentsonthesubjecttoassistcouncilinmakingadecisiononwhetherornot, internet
votingisanacceptableandappropriatevotingmethodfortheCityofKitchenertointroducein
2014. 

TheInternetVotingExperience

Internetvotinghasbeentrialledoverthepastdecadebyseveralcountriesandjurisdictions
throughouttheworld. Inallcasesexceptone, thisvotingmethodhasonlybeenofferedona
localorjurisdictionallevel, notonanationallevel. Inaddition, exceptforsomeOntario
municipalitiesin2010, internetvotinghasbeenofferedasavotingoptionalongwithotherssuch
aspaperballot, phonevotingandmail-in; inotherwords, internethasnotbeenthesolemethod
ofvoting. 

EuropeandAustralia
SeveralEuropeancountrieshaveinvestigatedandpilotedinternetvotingandEstoniaand
Switzerlandappeartohaveembracedthismethodhavingconductedseveralelectionswith
internetvotingasanoption. Estoniaistheonlycountrytohaveofferedinternetvotingona
nationallevel. Norwayconducteditsfirstpilotin2011onalimitedmunicipallevelandpending
theoutcomeofanextensivepost-electionreport, thereareplanstointroduceinternetvotingon
anationallevelin2017.   

Germany, theNetherlandsandtheUnitedKingdomhaveusedelectroniccountingequipment
andhavetrialledinternetvotingbutallthreehavemovedawayfromthesevotingoptionsbased
oncertaindemocraticvotingprinciplesnotbeingmet. BothGermanyandtheNetherlandshave
gonesofarastodecommissionallelectronicvotingmethodscitinglackoftransparency,  
accountabilityandthefactthatequalandfreevotingcouldnotbeverified. TheUnitedKingdom
alsocitedtransparencyandsecurityissuesandfoundthatthemajorityofinternetuserswould
havevotedusingtheotheravailablemethodsraisingquestionswithrespecttocostandvalue.  

Australiapilotedinternetvotingin2007butdeferredfurthertrialsin2009citingcostasthemajor
impedimentinofferingthisvotingoption.   

NorthAmerica
TheUnitedStateshavetrialledinternetvotingbutonlyinlimitedusessuchasprimariesand
overseas/militaryvoters. Securityandriskstovotingintegrityhavebeencitedasconcernsand
assuch, nointernetprogramhasbeenestablishedonafederallevel. Accordingtoone
researcher, anationalpolicyoninternetvotingisnotexpectedinthenearfuture.  Certain
individualStateshaveusedinternetvotingagainmostlyformilitaryandabsenteevoters
however; securityremainsanissuewithsomeandthereisevidencethatafewstatesare
movingbacktoapaperballottobecountedeithermanuallyorbyoptical-scanmachines.   

InCanada, theFederalandseveralProvincialgovernmentshavecommencedtheir
investigationsintotheuseoftheinternetasanoptionalmethodofvoting. Onthefederallevel
theOfficeoftheChiefElectoralOfficerhascompletedthetermsofreferenceforinternetvoting
andifapprovalisgiven, willoffertheoptionforaby-electionin2013. Itisalsoexpectedthatif
thepilotisconsideredsuccessful, afederalpolicyoninternetvotingincludingsecurityand
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integrity, willbedevelopedsometimein2015-16.  ThisismuchthesamefortheOntario
governmentwithagoaltopilottheoptionin2012andreportbacktotheSpeakeroftheHouse
in2013.  

TheAlbertaandNovaScotiaprovincialgovernmentshavetakenstepstoallowpilotingof
internetvotingonboththeprovincialandmunicipallevels. Edmontonhasconductedamock
voteusingtheinternetandHalifaxandafewsmallertownshaveconductedelectionswith
internetasanoptionandHalifaxisagainofferingthismethodforthecurrent2012elections.    

Ontario
InternetvotingwasfirstintroducedbytheTownofMarkhamin2003andhascontinuedtobean
optioninthe2006and2010elections. In2006, severalmoremunicipalitiesofferedinternet
votingandin2010, 44municipalitiesthatcompletedasurveyfortheAssociationofMunicipal
Managers, ClerksandTreasurersofOntario, indicateduseoftheinternet. Ofthe44
municipalities, 6offeredinternetasanoptionandonlyforadvancevoting, 8offeredinternetas
anoptionincludingelectiondayand, 30astheonlymeansofvotingalongwithtelephone
voting. Itshouldbenotedthatthe30municipalitiesthatofferedonlyelectronicvoting (internet
andtelephone), thelargestinpopulationwasapproximately30,000; mostwereunder15,000.    

ResultsandOutcomes

Throughoutmostinternetvotingtrialsaroundtheworld, onefactorhasbecomeclear; the
majorityofcitizenshavegenerallyacceptedinternetvotingasapracticaloption. Thisisnotto
saythemajorityofcitizensembracedthetechnologyrather, theyvieweditasanacceptable
alternative. 

Althoughithasbeenfoundthatvotershaveacceptedinternetvotingasamethodforcasting
votes, thereisnoevidencetoshowitincreasedvoterturnout. Thisistruethroughoutmost, if
notall, internetvotingtrials.   

TheTownofMarkhamhasbeenafront-runnerinthisfield, beingoneofthefirstjurisdictionsin
theworldtointroduceinternetvotingin2003. TheTownhasofferedthisvotingmethodaspart
oftheadvancevotingperiodforthepast3regularelectionsandfollowingeachelection, they
contractedathird-partycompanytoundertakeanextensivefollow-uptoassessthe
effectivenessandvalueofinternetvoting. 

ThefollowchartshowstheTownofMarkhamturnoutoverthe3yearsthatinternetvotingwas
availableduringadvancevoting.   

2003 2006 2010

Electors158000 164500 185470

Turnout42198 61948 65927

turnout26.71%   37.66%   35.55%  

internetvotes7210 10639 10597

internetof
turnout17.09%   17.17%   16.07%  

internetof
electors4.56%   6.47%   5.71%  
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Thepost-electionanalysisundertakenbytheconsultantfortheTownshowedthatwhereas
advancevotingincreaseddramatically, 300% in2003, theoverallturnoutdidnotincrease
significantly. Itshouldbenotedthat2003wasaparticularlylowturnoutwhereas2006and2010
werecloserandperhapsslightlyhigherthantheaverageturnoutfortheTown. Theconsultant’s
reportwhichincludedpost-electionsurveysamongstthosewhoutilizedinternetvotingshowed
thatapproximately75% ofthoseusingtheinternethadvotedinthepreviouselectionandhad
indicatedtheywouldhavevotedregardlessofvotingoptions. Thiswastrueineachofthe3
electionshowever; alternatively, 25% ofthevotersindicatedtheydidnotvotepreviously
showingthatthemethodmayattractnewvoters. Inaddition, acceptanceofthoseusingthe
internetwasveryhigh, notonlyinMarkhambutformostotherjurisdictionsglobally. Most
respondentsindicatedtheywouldusetheinternetinfutureelections.   

ThefiguresfromtheCitiesofPeterboroughandBurlingtonaresimilartothatofMarkham’s.   

CityofPeterborough CityofBurlington

2006 2010 2010

Electors52116 54874 121525

Turnout25036 24219 45671

turnout 48.04%   44.14%  37.58%  

internet3473 3951 2500

internetof
turnout13.87%   16.31%  5.47%   

internetof
electors6.66%   7.20%  2.06%   

The2011electionsheldinNorwaytrialledinternetvotingforsomemunicipalitieswhichallowed
forcomparisonbetweenthosewithandwithoutinternetvotingasanoption. Thepost-election
analysisshowedclearlythatinternetvotingdidnothaveapositiveimpactonturnout; theresults
fromthosemunicipalitiesmirroredtheresultsfrommunicipalitieswithouttheinternetoption. The
reportalsoindicatedthat89% ofinternetvoterssurveyedstatedtheywouldhavevotedif
internetvotingwasnotavailable.      

TheTownofMarkhampost-electionanalysiswentbeyondjustlookingatvoterturnout; italso
includedabreakdownbyagegroupsforthosewhousedtheinternettocasttheirvote.   

votersby
age

2003 2006 2010*    

18-249% 649 7% 745 18-192% 219

25-3412% 865 11% 1170 20's11% 1134

35-4422% 1586 22% 2341 30's13% 1380

45-5427% 1947 28% 2979 40's23% 2412

55-6419% 1370 21% 2234 50's26% 2781
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64+ 8% 577 11% 1170 60's17% 1827

Unknown3% 216 70's+ 8% 844

100% 7210 100% 10639 100% 10597
Note: TheTownchangedtheagegroupsin2010.   

TheresultsbyagegroupsinMarkhamareverymuchthesameasinotherjurisdictionsaround
theworld. Inallcaseswherepost-electionfollow-upwasconducted, itwasfoundthatthe
largestusersoftheinternetwerebyvotersage45to55andthesmallestgroupswere18-34. In
Norwayafocusgroupofteenagedvoterswasundertakenanditwasfoundthattheyounger
voterviewedwalkingtoapolltocastaballotasceremonialandsymbolicofadulthood. They
alsoindicatedthatitwasmoreimportanttoaskwhyayoungpersonshouldvoteratherthan
whatmethodtheywillusetovote. Thereisclearevidencethat, regardlessofgeographyinternet
votingdoesnotattractyoungervoters. 

Security, ScrutinyandAuditability

Internetvotingdoeshaverisksespeciallyintheareaofsoftware/hardwaresecuritywhichisone
ofthemainreasonsgivenbyopponentsofinternetvoting. Althoughthereisarisk, thereisno
evidencethatagovernmentelectionutilizingtheinternethaseverbeenhackedorsuffereda
cyber-attack. Thatisnottosaynointernetvotingsystemhasn’tbeenhacked, thereareseveral
casesofsuchattackstakingplaceduringapre-electionperiodwhenoutsidepersonsand
groupswereinvitedtotestthesecurityofasystem.   

Asecurityattackonaninternetvotingsystemcantakeplaceinbasically2ways: hackinginto
theserversand; denialofservicewherebymultiplecomputersontheinternetreceive
instructionstoattackthewebsitehostingthevotingsystem, essentiallyoverloadingand
shuttingdownthewebsite. Althoughtheserisksarerealandattackshavetakenplace, with
today’severevolvingsecuritysoftware, theriskislowthatasystemcanbetotally
compromised.   

Anothercyber-attackmethodwhichcouldbemoredetrimentaltothevotingprocessand
integrityofavotingsystemisonethatdoesnotattackthemunicipality’sserversbutrather,  
attacksthevoter’scomputer. Spywareoranothertypeofintrusivesoftwarecanbeinadvertently
downloadedontoaprivatePCoronethatisusedbythepublicsuchasthoseavailablein
librariesorcyber-cafes. Oncedownloadedthehackercouldintroducesoftwaretochangehow
thevotercaststheirvotes. Theimportantissuehereisthefactthatnomatterhowwellthe
serversareprotected, thereisnowaytoensurethatthevoter’schoicehasbeenreceived
correctly. Onceagain, theriskofthismethodofattackisconsideredextremelylowespecially
whenit’samunicipalelectionbut, itcanraisesomeconcernsaddingtothepublicperception
thatthesystemisnotfool-proof.  

Thelargestimpactonanelectionstemmingfromsecurityissuesisnotnecessarilytheintegrity
ofthesystembutthecostinvolvedtoensurethesystemissecureandtosatisfythepublicand
candidatesastoanyconcernstheymayhave. Itisextremelyimportantthatthepublichas
completeconfidenceinanyvotingsystem; alackofconfidencemayresultinlowervoterturnout
and/orpost-electionchallenges.   

Inordertomitigatetheseissues, aRequestforProposaltoprovideaninternetvotingsystem
willhavetoincludeproofthatthesystemissecureandiscertifiedtocertainstandards.  
However; withoutaCanadianstandard, theCitywouldhavetodecideonanappropriate
standardeitherfromanotherjurisdiction (i.e. Europe) orinconsultationwithathird-partydigital
securitycompany. Itisassumedthatthecostsincurredbycompaniesofferinginternetvoting
systemstoundergosuchasecurityassessmentwillbepassedalongtomunicipalities. In
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addition, onceasystemischosenandputintoplace, themunicipalitymusthaveasecurity
consultanttestandverifytheintegrityoftheentiresystemincludinghardware. Itmayalsobe
prudenttohaveapost-electionsecurityaudittoensureandprovideproofthatthesystemwas
notcompromised (i.e. noprogrammingcodewasaddedduringtheelection).   

ThereisoneindisputablefactregardinginternetorotherDirect-RecordingElectronic (DRE)  
votingsystemthatcannotbeignored; itisthelackofauditabilityandtheinabilitytore-createthe
vote. Apaperballotbasedsystemregardlesshowtheballotsaretabulatedmaintainsameans
ofrecreatingthevoteshouldarecountbeordered. SinceaDREsystemdoesnotproducea
papercopyofanyvote, arecountwouldrelysolelyonanauditofthesystem (somanyvotes
receivedandsomanyvotescounted). Thisinabilitytorecountvotescouldbearealissue
shouldanelectionbechallengedandendupinthecourts. Itisalsooneofthemainreasons
thatseveralEuropeancountriesdecidedtodecommissiontheirDREsystemsandnotmove
forwardwithinternetvoting. Scrutinyoftheelectionprocesswasanotherreason.   

Oneofthetenetsofademocraticandfreeelectionistheabilityforthepublictoscrutinizethe
processensuringfulltransparency. Thisisevenmoreimportantforcandidateswhomayappoint
scrutineerstoobserveandensurethevotingprocessisproperlycarriedout. Whenvoterscan
casttheirvoteawayfromthepubliceye, itraisesquestionsonwhetherornotthatpartofthe
processistakingplaceproperlyandwithoutcoercionand/orfraud.    

Cost

Holdingelectionsisthebasisforourdemocraticsocietyandthereforecostsshouldnotbea
factor, however; likeeverythingundertakenbytheCity, costsmustbetakenintoconsideration.  
Theoperationofanelectionshouldbalancecostwithconveniencetotheelectorthereforecost
toaddinternetvotingasanoptionshouldbeweighedagainsttheaddedvalueitmaybring.   

In2010thecostofholdingtheelectionsinKitchenerwasapproximately $360Kmadeupof:  
hiringworkers, leasingequipment/software, postageandsupplies. In2010thecostofholding
electionsinMarkham, amunicipalitywithabout25% moreelectors, wasapproximately $1.2M.   

Thecurrentestimatedbudgetfor2014is $390-$400Kwithoutaddinginternetvotingasavoting
option. Shouldinternetvotingbeintroducedin2014thefollowingchartshowstheestimated
additionalcoststobeaddedtothecurrentbudget:  

InternetSoftware $1.50 - $2.00/electorwith $237K - $316K
estimated158,000electors
in2014

PostageAdditional postage $25K
required; eachnotification
willnowbemailed
individuallyratherthan
groupedbyaddress
rdSecurityAudit 3partyauditofentire $10-20K

internetsystem

PromotionToensuresuccess, $50-75K
extensivepromotionwillbe
required (Markhamcostsin
2010, $216K)  

TotalInternetVotingTotalestimatedcostsusing $322K
lowestcostsinarange
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CurrentBudgetw/ointernetCurrentbudgetlowestcosts $390K
votingtorunanelectionsimilarto

2010. 

Total2014BudgetwithTotalestimatedlowestcost $712K
Internetvoting withinternetoption

Electionsarepaidoutofareservethatisbuiltupwithannualcontributionsoverthe4years
betweenelections. Ifinternetvotingistobeofferedin2014, thecurrentannualcontributionto
theelectionreservewillhavetobeincreasedby $175-200Kinbudgetyears2013and2014to
ensuretheadditional $300-$400Kisavailable. Thiswillincreasethetotalcontributionforthe2
yearsfrom $90Kto $265-$290K. Shouldinternetvotingcontinuepast2014, thentheannual
contributionwouldbereducedsothateachyearequals25% oftheprojectedelectioncostsfor
2018. Theestimateforthecontributionsbetween2014and2018is $200/annum. Itisnotedthat
theelectionreservealsoreceivesinterestrevenueduringthe4years.          

CONCLUSION:  
Internetvotinghasbeenofferedasavotingoptionsincethelate1990’sinvariousjurisdictions
aroundtheworld, however; thenumberofcountries/jurisdictionsthatcontinuetoofferinternet
votingasanoptionisrelativelysmall. Ontarioisonejurisdictionthathasseenasteadyincrease
inthenumberofmunicipalitiesofferinginternetvotingalbeit; themajorityofmunicipalitiesare
consideredtobesmallwithpopulationslessthan30,000.   

Whereinternetvotinghasbeenoffered, datasuggestithasbeenwellacceptedbythepublicas
analternativevotingmethod, however; thereisnoclearindicationthatitincreasesvoterturnout.  
Thereisdatathatshowsinternetvotingdoesnotincreasevoterturnoutamongstyounger
voters. 

Securityissuesarearealthreatbutmoststudiesconcludethattheriskissmalltomedium.  
Notwithstandingtherisklevel, securitystandardsshouldbeinplacetoensurepublicconfidence
intheelectionprocess. Itisanticipated, butnotguaranteedthatthefederalgovernmentwill
developsuchstandardsby2015-16.   

Internetvotingisveryconvenientallowingvoterstheopportunitytovoteanywhereatanytime
duringthevotingperiod. Datacompiledaspartofseveralpost-electionstudieswhereinternet
votingwasbeingpilotedshowedthatthemajorityofinternetuserswouldhavevotedregardless
ifinternetvotingwasavailableornot. Internetvotingalsoofferssomevoterswithadisabilitythe
abilitytoaccessandparticipateinthevotingprocesswithoutassistance. Thisisnottheonly
methodtoallowaccessiblevoting, thereareothermethodsusingpaperballotsortouchscreens.   

Priortointroducinganinternetvotingoption, considerationmustbemadewithrespecttothis
votingmethodandhowitmeetsordoesn’tmeetthedemocraticprinciplesofanelection. There
isalackoftransparencyandscrutinywhenvotersareallowedtovotewithoutpublicoversight
thatensuresthevotehasbeencastfairlyandwithoutcoercionorfraudulently. Thisis
particularlysignificantforKitchenerinlightofthe2010Ward9racethatresultedina1vote
differenceandsubsequentrecount.   

Thecosttoofferinternetvotingasoneoptionforelectorsissignificantandcannotbeignored.  
Theestimatedcostwilldoubletheelectionbudgetfor2014yet, datafromotherjurisdictions
indicateitmaynotincreasevoterturnoutenoughtojustifythecost.   

Inlightoftheissuesraisedwithrespecttointernetvotingasanadditionalvotingoption, itis
staff’sopinionthatitshouldnotbeintroducedintheCityofKitchenerforthe2014municipal
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elections. Theearliestelectionthatinternetvotingshouldbeconsideredis2018bywhichtimeit
isanticipatedsecuritystandardswillbeinplace. OneeventthathasnottakenplaceinCanada
asofyetthatmayassistinansweringquestionsregardingsecurityandelectionprinciples, isa
courtchallenge. ItwasacourtchallengeinGermanythatresultedinthatcountryabandoning
anyfurtherinternetvotingandtheuseofDREvotingsystems. AchallengeinCanadamayset
thelegalparametersforofferinginternetvotingandanswerthequestionwithrespecttothe
importanceofelectionprinciplesincontextofvotingconvenience.    

ALIGNMENTWITHCITYOFKITCHENERSTRATEGICPLAN:  
EfficientandEffectiveGovernment: Exploringtechnologicalchangestoascertainits
appropriatenessinenhancingcommunityaccesstotheelectionprocess. PositioningtheCityas
aleaderinpublicsectorprocesses; ensuringaccountabilityandtransparency.   

FINANCIALIMPLICATIONS:  
Financialimplicationsaredependentonwhetherornotinternetvotingisgoingtobeofferedin
2014. Itisestimatedthattheadditionofinternetvotingasavotingoptionwilladdbetween
325Kand $400ktothecurrentbudgetof $390K.   

COMMUNITYENGAGEMENT:   
thAdraftofthisreportistobepresentedtoCompassKitcheneronDecember5forquestions

andfeedback. CompassKitchenerhasbeenlookingintovoterengagementandturnout
includinginternetvotingasanoption. Theoutcomeofthatmeetingwillbereportedonverbally

thattheDecember10Finance & CorporateServicesCommitteemeeting.    
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